ITamsiTKa 1719 poauTeIei
O 3amure Aereid 0T HHPOPMALMU, NTPUYUHSIOLIEN Bpel UX 30POBbI0 M PAa3BUTHIO.

C 1 cenrs6ps 2012 roma Berymaer B cuiy ®Penepanbubiii 3akoH Poccuiickoir @enepauun ot 29
nexadpst 2010 roga Ne 436-D3 «O 3ammTe aereid oT nHOOpPMAIUU, TPUUMHSIONICH Bpea UX 3J0POBBIO H
Pa3BUTHUION.

Kpowme toro, npunsat ®@enepanbHbiii 3akoH Poccuiickoit @enepanuu ot 21 urons 2011 roga Ne 252-
®3 «O BHeceHMM M3MEHEHHUU B OTJEIbHBIC 3aKOHOJATeIbHbIE akThl Poccuiickoit denepanuu B CBsI3U C
npunstueMm denepansHoro 3akoHa «O 3amuTe AeTei 0T UHPOpPMAaIUK, TPUYUHSIONIEH Bpel X 30POBbIO
Y Pa3BUTHUIO», HAIPABJICHHBIM Ha 3alUTY J€Ted OT Pa3pyUIUTEIbHOrO, TPABMHUPYIOIIETO HX TMCUXUKY
MH(OPMALIMOHHOTO BO3ACUCTBUSA, MEPEeU30bITKA KECTOKOCTH M HACHUIIUS B OOIIENIOCTYIMHBIX MCTOYHHUKAX
MaccoBoi WHpopMaluu, OT HHpOpMamuu, COCOOHON pa3BUTh B PEOCHKE MOPOYHBIE HAKIOHHOCTH,
chOopMUPOBATh y HErO0 HCKAKEHHYIO KapTUHY MHpa M HENpaBWIbHBbIC >KM3HECHHBIC YCTAaHOBKU. 3aKOH
YCTaHABJIMBACT MOPAIOK MPEKPALICHUsT PACIPOCTPAHEHUSI MPOIYKIMKA CPEACTB MAaccoBOW MH(OpMaluy,
OCYILIECTBIISIEMOT0 C HapYLIEHHEM 3aKOHOJIATENIbHO YCTAaHOBJIEHHBIX TpeOoBaHMM. 3akoH 3amperniaer
pa3MeleHre peKiiaMbl B y4eOHUKaX, yUeOHBIX TOCOOUSX, APYroi yueOHOM IuTeparype, mpeaHa3HaueHHON
uis  o0ydeHHs JeTeil, a Takke pekiamy, coJepkallyro HH}opmanuio, 3amnpenieHHyl Ui
pacrpoCcTpaHeHHs CPEIH JETEH, B IETCKIUX 00pa30BaTEbHBIX OPTraHU3ALIUsX.

[TocTtosiHHOE pa3BUTHE MHTEPHET-TEXHOJIOTUN U UX LIMPOKOE MPOHUKHOBEHHE B OOIECTBO CTaBUT
nepes; TOCyIapCTBOM W OOIIECTBOM 3aaady nojaepkaHus 3((eKTuBHOro KoMIUIEKca Mep II0
npodunakTuke, MPeIOTBPALICHUIO U MPEOJOJICHUIO MOCIEACTBII BPEIOHOCHBIX JEUCTBUN B OTHOILICHUH
HECOBEPIICHHOJETHUX, COBEpIIaeMbIX ¢  nOpuMeHeHueM HMuTepHera wiu  uH)OpManmoHHO-
KOMMYHHMKAIIMOHHBIX TeXHOMOTHi. [l peanu3anmuu Takoro KOMIUIEKCa Mep Obul CO3JaH LEHTP
6e3onacuoro Murepuera Poccum npu ¢uHancoBoii nmonaepkke denepaqbHOrO areHTCTBAa MO TEYaTH U
MaccoBbIM KommyHuKarusaM (http://www.saferunet.ru/).

3ayacTyro JIeTU U NMOAPOCTKH B MTOJIHOM Mepe HE OCO3HAIOT BCE BO3MOKHBIE MPOOJIEMBI, ¢ KOTOPBIMU
OHHU MOTYT CTOJIKHYThCSI B ceTH. Cnenath ux npedbiBanue B MlHTepHeTe O6osee 6e30MacHbIM, HAYYUTh UX
OpPHEHTUPOBATHCS B KUOSPIIPOCTPAHCTBE — BayKHAS 3a/1a4a JJIsl POJUTENICH H MeAaroros.

HNudopmanus HexesnareabHoro xapakrepa. Konrenruolie pucku. Kak nx usoexarnb?

J71s1 MOTHOTO MOHUMAaHUS 3TOTO0 TEPMUHA MIPUBEIEM OIPEICICHUE MOHATHS «KOHTEHT». KOHTeHT —
3TO HAMNOJHEHUE WIIU COJepKaHhe KaKoro-inbo MH(OpPMAMOHHOTO pecypca: TeKCT, rpaduka, My3bIKa,
BHUJICO, 3BYKHM M T.J. (HampuMmep, KOHTEHT HHTEPHET-CaiiTa); MOOUJIbHBIH KOHTEHT — MYJIbTUMEIUNHOE
HaTMOJHEHUE, aJalTUPOBAHHOE ISl UCTIOIB30BAHMSI B MOOMIIBHBIX YCTpOiCTBax (TenedoHbl, cMapTQOHBI,
KOMMYHUKATOpbl M T.A.): TEKCT, rpaduka, My3bIKa, BHUJIEO, WIPHI, TOMOJHUTEIHLHOE MPOrPAMMHOE
obecrieyeHue.

WNupopmanys HexenaTenbHOrO XapakTepa, KOTopas HeceT B ce0e KOHTEHTHbIE PUCKH, — 3TO
pasnuuHble UH(POPMAIIMOHHBIE PECYpPChI (TEKCThI, KAPTUHKU, ayJauo, BUAEO(]aIbl, CCHIIIKA HA CTOPOHHUE
pecypchl), coepKaline IpOTUBO3aKOHHYI0, HEATUUHYIO U BPEAOHOCHYIO HH(OPMAIIHIO.

K mpoTrB03akOHHOM, HEATHYHON U BPEIOHOCHON MHPOPMAITH OTHOCSATCS:

IporaraH/ia Hacuius, >KECTOKOCTH U arpeccuy;

pa3KUraHue pacoBOM HEHABUCTH, HETEPIUMOCTH IO OTHOIICHHIO K JAPYIMM JIIOASM IO
HallMOHAIBHBIM, COIIMATILHBIM, TPYIITIOBLIM IIPU3HAKAM;

Mpornarasjia Cyuiuaa;

Mpornaras/ia a3apTHhIX UIp;

Mpomnarasjia u pacnpoCTpaHEHUE HAPKOTUUECKUX U OTPABJISIIOLIUX BEIIECTB;

Mpornaras/ia AesTeNbHOCTUA PA3TUYHBIX CEKT, He(HOPMATBHBIX MOJIOACKHBIX JIBHKCHHIA;

APOTHUKA U TIOpHOTpadws;

HElEH3ypHas JIEKCHKa.

B cetu UHTepHeT TaKkyl0 HH(POPMALMIO MOKHO BCTPETUTH NPAKTHYECKH Be3/le: B CONMATbHBIX
ceTsix, 0Jiorax, MepcoHAJbLHBIX caiiTax, BHAEOXOCTHHTrax W Ap. He sABAAIOTCA HCKIKOYEHHEM M
MOOHMJIbHBIE CePBHUCHI.

Pazmewsenue npomueoszakonnoii ungpopmayuu é cemu Hnmepnem npeciedyemcs no 3aKomy. 1o
OTHOCHUTCSI B TEPBYIO OYepeb K pACIpPOCTPAHCHHIO HAPKOTHYECKHX BEMIECTB, MOPHOTPaPUUIECKHX



MaTepHalioB, OCOOCHHO C y4YacTHEM HECOBEPIICHHOJICTHUX, MPHU3bIBAM K Pa3KUTaHUIO HAIMOHAJIHHOMN
PO3HM M OSKCTPEMUCTCKUM JEUCTBUAM. B pOCCHIICKOM 3aKOHOJATEIbCTBE €CTh BO3MOXXHOCTH B
COOTBETCTBUM CO CTaThbIMU YrOJOBHOIO KOJEKCAa MpUBIEYb K aJMUHUCTPATUBHOM WU YrOJOBHOMN
OTBETCTBEHHOCTH 32 PAaCHpPOCTpaHEHHUE MOJA0OHOI0 HETaTUBHOTO KOHTEHTA BIIAJENbIIEB CAHTOB, a TaKkKe
aBTOPOB 3JIEKTPOHHBIX TEKCTOB U BUJICONPOTYKLIUH.

HesTtuunslif, npoTuBOpeyaliuii NpUHATHIM B OOIIECTBE HOpPMaM MOPAId U COLMAIBHBIM HOPMaM,
KOHTEHT HE 3alpelleH K paclpoCTPaHEHHIO, HO MOXKET COAEp)KaTh MH(OpMAIIHIO, CHOCOOHYI0 OCKOPOUTH
M0JIb30BaTeNe U OKa3aTh BpeJOHOCHOE Bo3neicTBue. [logo0Has nndopmMalus He onajgaeT noj AeicTBre
YrOJIOBHOTO KOZEKCa, HO MOYKET OKa3aTh HETaTHMBHOE BIMSIHUE HA MCUXUKY YEJIOBEKA, OCOOCHHO peOeHKa.
[IpumepamMu Takux MaTepualioB MOTYT CIY)KUTh LIMPOKO pPAaCIpOCTPaHEHHbIE B CETH H300pakKeHUS
CEKCYAJIbHOTO XapakTepa, HOpHOrpadus, arpecCUBHbIC OHJIAWH-UTPHI, a3apTHBIE HIPbI, UHPOpPMALUS O
HE3JI0pOBOM 00pa3e >KU3HU, MPUHECEHUH Bpe/ia 3J0POBbIO U KH3HH, HEI[EH3ypHasi OpaHb, OCKOPOJIECHUS U
zp.

Hestnunas u BpemoHocHas uHopManus MOXKET OBITh HampaBieHa HAa MaHUITYJIUPOBAHHE
CO3HAHUEM M JICMCTBUSAMH PA3IMYHBIX rpynm Jionaeil. Takas mHpopmanus yacto ObIBaeT 3aMaHYMBON U
OKa3bIBaeT CUJIILHOE MICUXOJIOIMYECKOE JIaBJICHUE HA JIETeH U MOJIPOCTKOB, KOTOPhIE HE CIIOCOOHBI IO KOHIIA
OCO3HaTh CMBICH TMPOMCXOMSIIEr0 U OTKa3aTbCsl OT MPOCMOTPA U HU3YYEHHs CAHTOB C HEraTUBHBIM
CONIEpP’)KUMBIM. BnusHue mnomoOHOro pona uHGOpMalMKM Ha €IIe HEOKPENIIyI TICHUXUKY JeTed Hu
IIOJIPOCTKOB — HENPECKa3yeMo; M0/l BO3JEHCTBUEM TaKUX CaliTOB MOYKET IIOCTPa/laTh HE TOJBKO NICUXUKA,
HO U (pu3HUecKoe 37J0pOBbE peOCHKA.

BpenoHOCHBIN KOHTEHT MOXKET MPUBECTH K 3apaKEHUIO KOMIIbIOTEpA BUPYCAMHU U NOTEPE BaKHBIX
naHHbIX. OCOOEHHO OMACHBIMH C 3TOW TOYKHU 3pEHHS SBJISETCS MPOCMOTP uepe3 ceTh MIHTepHEeT Tex wiu
UHBIX BujeoMarepuanoB. OueHb MHOTHME pPacIpPOCTPAHUTENM HEraTUBHOIO KOHTEHTA IPECIEAYIOT
ONpeAeNeHHYI0 1elb — 3apa3uTh KOMIIBIOTEpP, 4YTOObl B JalbHEHIIEeM UMETh BO3MOXHOCTH
MaHUIYJUPOBaTh JAaHHBIMU M JEUCTBUAMU 3apPAKEHHOTO KOMIIBIOTEPA, MOJYYUTH JIE€HBI'M HE3aKOHHBIM
criocobom. Takue IeHCTBUS MPECIeaYIOTCS IO 3aKOHY B COOTBETCTBHHU €0 €T. 272, 273, 274 Yro/j0BHOT0O
Koaekca P®.

PexoMenganmu AJisi poauTeJiei o npeaynpexieHn0 KOHTEeHTHbIX PUCKOB.
Kak n30exxaTh MaTepuasioB ¢ HexeJaTeIbLHO nHpopMaumnei?

1. YcraHoBUTe HAa KOMIBIOTEP cCHeNHMAJbHbIe NPOrpaMMHbIe (UIBTPBI, KOTOPHIE MOTYT
OJIOKMPOBATh BCIUJIBIBAIOIIME OKHA M CAaWThl C ONpENeNeHHON TeMmaTukou. IlouTw kaxnaplii MHTEpHET-
Opay3ep ob6nasaeT HacTpolkamMu O€30MacHOCTH: KAaKOM KOHTEHT JOJDKEH ObITh 3a0JO0KHpOBaH, a KaKOH
MO>KHO 3arpyartb Ha koMmbtorep. Hactpoiiku Opay3epa ycranaBnuBatorcs OecruiatHo. Ha caiite kaxaoro
pa3paboTuvKa MHTEpHET-Opay3epoB MOXKHO HaWTH HYXHYI0 MHpOpManuio B pasnene «be3omacHOCTb.
CriennanbHble TPOrpaMMbl, Ha3bIBAEMbIE CHCTEMAMH POAMUTEILCKOTO KOHTPOJIS, MO3BOJIIOT POJIUTENISIM
caMMM pelaTh, 4TO HX JETH MOTyT IpocMaTpuBaTh B VIHTepHETEe, OTCEKaTh «IUIOXHME» CaNTHI,
coJieprKalllie HeKenaTeJbHyl0 HH(GOpMalluio, B COOTBETCTBUM C BBEICHHBIMU HacTpoiikamu. Takue
pOrpaMMbl MO3BOJISIIOT CMOTPETh OTYETHl O TOM, KaKHe CaWThl Mocemal peOeHOK, CKOJIBKO BPEMEHHU
noJib3oBajicsi IHTEpHETOM, yCTaHaBIMBATh OIPAaHUYEHUS MOJIb30BAaHUS KOMIbIOTEpoM U MHTEepHETOM 1O
BpEeMEHHU. POINTENBCKUI KOHTPOJb MOYKHO TakK€ YCTAHABIMBATH HEMOCPEICTBEHHO C IIOMOIIBIO
OTIEPAIMOHHOM CHUCTEMBbI, aHTUBUPYCHBIX IIPOrpaMM, CIIEHUAIbHBIX POTPaMM.

2. 3HaiiTe, 4TO y NOMYJSIPHBIX MOMCKOBBIX CHCTEM M TIOYTOBBIX CJYXKO0 CYIIECTBYIOT
CHelHalIbHbIE 3allUTHbIE (QYHKIMH, KOTOPBIE JETKO MOYXXHO HAaCTPOUTh CAMOCTOSATENbHO. B OosbIIMHCTBE
MOMYJSPHBIX TOUCKOBBIX CHCTEM €CTh OIIUS TaK Ha3bIBaeMOro O€30MacHOr0 TIOMCKa, KOTOpas
npemnosiaraeT GUIbTPalMIo CAaiTOB COMHUTENBHOTO COJEpaHUs B MOMCKOBOW Bblaaue. Ilpu akruBanmu
9TOM (PYHKIIMM MOUCKOBBIE MAIIMHBI MPOU3BOAAT (UIBTPAIMIO HE TOJIBKO I10 BbIJauye CalTOB, HO H IO
BbIIaye KapTHMHOK Ha JII00OMH 3ampoc. Y MOYTOBBIX CEPBHCOB MOXKHO HACTPOUTH CHEIHANbHBIE (PUIBTPBI,
4TOOBI OJIOKUPOBAIKCH BCE COOOILIEHUS C ONpPeIeIEeHHBIMH MTapaMeTpaMy MU CJIOBaMHU.

3. Co3naiiTe Ha KOMIbIOTEPE HECKOJIbKO YYETHBIX 3amucei, 9TOOBI KaXKIbI MOJIB30BATEIh MOT
BXOJIUTHh B KOMIIBIOTEpP (CHCTEMY) HE3aBHCHMO M MMETh COOCTBEHHBIH YHHKaJIbHBIA mpoduib. B Takom
ciydyae peOeHOK OyAeT BXOAWTh B CHUCTEMY TOJBKO IIOJ] CBOMM JIOTMHOM M TIapojieM, HE uMes
aIMMHHUCTPATUBHBIX IIPaB Ha KOHTPOJIb CHUCTEMHBIX HACTPOEK, YCTAaHOBKY IIpOrpaMM. Y4YeTHas 3aIluch



aJIMUHUCTPATOpa JA0JDKHA OBITh Y ponuTens. Toraa ToJIbKO poIUTeNh CMOKET KOHTPOJIUPOBATH CUCTEMHBIE
HACTPOMKM M YCTaHaBIMBATh HOBOE MPOrpaMMHOE OOecleyeHHe, OTpaHHurBas B TaKUX MpaBax JIPYrux
nojp30Bareseil kommnbloTepa. s paborsl B MHTepHETe HEOOXOAMMO CO37aBaTh HAJICKHBIE MapOJIH.
[laponp 3amMiiaeT KOMIBIOTEP U OJIOKUPYET BO3MOXKHOCTh €ro HCIOJb30BaHUS 0€3 pa3perieHus
Bianenbla. Hamomuute Bamemy peOeHKY, YTO HENb3s COOOIaTh STOT MApojb JAPY3bSM, B IPOTHBHOM
cllydae mapoJib JJOJKEH ObITh U3MEHEH.

4. loanep:xuBaiiTe JOBepHTeJbHbIe OTHOLIEHUSI ¢ PpeOeHKOM, 4TOObI Bcerna ObITh B Kypce, C
Kakoi MH(pOpMalMed OH CTaJKUBaeTCs B ceTd. [lomaB ciydailHO Ha ONACHBIM, HO MHTEPECHBIM CaWT,
peOeHOK ¢ O0NBIION BEPOSITHOCTBIO U3 JIFOOOMBITCTBA 3aX0YET MO3HAKOMHUTHCS M C APYTHMU MOJOOHBIMU
pecypcamu. BaxHO 3aMeTUTh 3TO KaK MO>XHO paHbIIe U OOBSICHUTH PEOCHKY, YeM UMEHHO €My I'pO3UT
MIPOCMOTP TMOAOOHBIX CAWTOB, @ TaKKe OOHOBUTH HACTPOMKHU O€301MacHOCTH Opay3epa WM MPOrPaMMHOTO
bunbTpa. Mnuaamum JeTAM HYXHO MOJPOOHO OOBSICHUTH, YTO 3TO 3a MaTepuaibl, Ui Yero Hx
nyOJIMKYIOT, KaKue OMAacHOCTH OHHM HECYT, B YeM COCTOMT Bpea Takoil mHpopmarmu. Crapmmx aerei
HEO0OXOIMMO HAYYUTh KPUTUYECKH OTHOCHUTHCS K COJEP>KAaHUIO OHJIAWHOBBIX MaTepUaloB U HE JOBEPATH
uM 0e3 coBeTa ¢ BaMHu.

5. O0BsicHUTE JeTSAM, YTO JaJ1eK0 He BCe, YTO OHM MOTYT NpoYecTh WK yBUAETh B VHTepHeTe, —
npaBaa. HeoOxoammo mpoBepsTh uH(pOpManuioo, yBuIeHHYIO B MHTepHere. i 3TOro CyIIeCTBYIOT
onpejeNieHHble TMpaBWiIa TMPOBEPKH JOCTOBEpHOCTH HHpopMmanuu. [Ipu3Hakum HaAEKHOTo caiita,
nHpOpPMAIUK KOTOPOTO MOXKHO JOBEPSATH, BKJIIOYAIOT: aBTOPCTBO CaiiTa, KOHTAKTHBIC JaHHBIE aBTOPOB,
UCTOYHUKU WH(POPMAIINH, AKKYPaTHOCTh B 0(OpMICHIN HHPOPMAIINH, aKTyaJIbHOCTh JAaHHBIX.

6. IloMmHHMTE, YTO HEBO3MOKHO BCer1a HAXOAUTHCHA PSAAOM C IeTbMHU U MOCTOSTHHO UX
KOHTPOJIHUPOBaTh. JloBepUTENbHBIE OTHOLICHUS C JEThbMH, OTKPBITHINA U J0OpOKETATeNbHBIN TUaNOr —
ropaszio KOHCTPYKTUBHEE, UEM IIOCTOSIHHOE OTCJICKUBAHHUE ITOCEIAEMbIX CAliTOB U OJIOKHPOBKA KOHTEHTA.
be3onacnoe o0menue aereii B cetu UurepHer.

KommyHnukannonnslie pucku odmenust B UnrepHere.

KoMMyHHKaIIMOHHBIE PUCKH CBSA3aHBI C OOIIEHHEM M MEXJINYHOCTHBIMH OTHOIICHUSMU HHTEPHET-
nosnb3oBarenel. B MIHTepHeTe cylecTByeT MHOTO MHCTPYMEHTOB, MTO3BOJIIOIIMX OPTraHU30BaTh MECTA JJIs
OOIIeHMs, — COIUAIbHbIE CeTH, OJoru, uyaThl, (OPYMBI, TOCTEBbIE KHUTH, CIUCKA PACCBUIKM M TIp.
[IpumepaMu KOMMYHUKAIIMOHHBIX PUCKOB MOTYT CIYXHTbh 3HAKOMCTBA B CETH M BCTPEYH C MHTEPHET-
3HAKOMBIMH, WHTEPHET-XYJIMTaHCTBO: IMpECleJOBaHUe, 3allyTUBaHWE M OCKOPOJCHMs, HE3aKOHHBIE
KOHTakThl ¥ mp. C KOMMYHHKAIlMOHHBIMH PHUCKAMHM MOXHO CTOJIKHYTHCS IpPH OOIIEHHH B MOOMIIBHBIX
cepBucax, 4darax, onmaiH-meccenmkepax (ICQ, Skype, MSN wu np.), conManbHBIX CeTSX, Ha cailTax
3HaKOMCTB, (hopymax, Omorax u T.1. HTepHET-XynurancTBo, KubeprpecienoBanue, Kudep3amyruBaHue
(knOepOyIUIMHT) — ATO SIBJIEHUS HE TOJIBKO BUPTYaJIbHOU, HO U PEaIbHOM KU3HU.

OcCHOBHOM TUIOMIAIKON UIsi KHOEpOyJUIMHTa B TMOCJIEIHEE BPEeMsl CTAIM COIMAJIbHBIE CeTH. B HUX
MOKHO OCKOpPOJIATH YeJIOBEKa HE TOJBKO C MOMOIIBI0 COOOIIEHUH — HEpPEeIKH Ciydad, KOTAa CTPaHMILY
KEPTBbI B3JIaMbIBAIOT (WJIM CO3/AIOT MOAJIEIbHYIO Ha €€ UMs), TI€ Pa3MEIIaloT JUKUBBIA U YHU3UTEIbHBIN
KOHTEHT.

Pexomenaanum 1Jis1 poauTeieil Mo NpeA0TBPAIICeHUI0 HHTEPHeT-XY/JIMIAHCTBA, KHOepOy 1/ IMHra

1. O6bscHUTE neTsM, 4YTO npu oOuieHun B VIHTepHeTe OHM JOJDKHBI OBITH JPYKETIOOHBIMU C
JOpyTUMH Tonb3oBaTensiMu. Hu B koeM ciiyyae He HaJ0 NMUCaTh PE3KUE U OCKOPOUTENIbHBIE CIIOBA — YUTATh
rpy0OCTH TaK e HeNPUSATHO, KaK U CIBIIIATh.

2. Hayuute perelf npaBWIBHO pearupoBaTb Ha OOWJHBIE CJIOBa WM JEWUCTBUSA JPYTHUX
noJib3oBaresnei. He crout obmarkes ¢ arpeccopoM U TeM 0oJiee MBITaThCsl OTBETUTH eMy TeM ke. Jlyuie
BOOOIII€ MOKUHYTh JTAHHBIM PECypC U YAATUTh OTTY/Ia JIMYHYIO HHPOPMAIHUIO, €CIIU HE MOoJIyJdaeTcs PeluTh
npobaeMy MHUPHBIM TyTeM. Jlyummi cmoco® HCIOPTUTHh XYJIWUTaHY €ro BBIXOJKY — MOJHOCTBIO €ro
UTHOPUPOBATh.

3. Obparure BHUMaHUE Ha MCUXOJIOTHYECKHE OCOOEHHOCTH Baiero pedenka. [IpusHaku Toro, 4ro
pe6EHOK MojIBEpraeTcsi KHOepOyIUIMHTY, — Pa3IM4Hbl, HO €CTh HECKOIBKO OOIIMX MOMEHTOB: BHIUMBIN
SMOILIMOHANBHBIN CTpecC BO BpeMsi W TMocle HCHojib30BaHUs MHTepHeTa, MpekpaiieHue OOIIeHUsS ¢
ApY3bsIMH, TIPOTYJBl Y4E€OHBIX 3aHATHH, HECTaOWJIbHBIE OIEHKH, pPE3KHe IMEepeMEHbl B HACTPOCHUH,
MOBE/IEHNUH, CKJIOHHOCTb K JIEIIPECCUU.



4. Ecim y Bac ecTh uHpOpMalus, 4TO KTO-TO W3 JIpy3edl WM 3HAKOMBIX Ballero peOeHKa
nmoABepraeTcs OYJUTMHTY WIH KHOEpOyJUTMHTY, TO COOOIIMTE 00 ATOM KJIACCHOMY PYKOBOIUTEIIO HIIH
MICHXOJIOTY — HEO0XOAUMO MPUHATH MEPHI 1O 3alIUTe peOeHKA.

5. OObsicHUTE neTsAM, 4YTO JH4YHas HH}opmanus, KOTOPYIO OHHM BBHIKJIAIbIBalOT B HWHTepHeTe
(TomanrHMA agpec, HOMEp MOOMIIBHOTO WJIM JIOMAlIHEro TesedoHa, aJpec dJICKTPOHHOM MOYTHI, JTUYHBIE
dboTorpadun) MoKeT OBITh HCIOIb30BAHA arPeccoOpPaMu NMPOTUB HUX.

6. ITomorure peOCHKY HalWTH BBIXOJ U3 CHTYallMH — NMPAaKTUYECKHU Ha BceX (hopyMax W calTax ecThb
BO3MOXXHOCTh 3a0JIOKMpOBaTh OOMAYMKA, HAMUCaTh >kKajJo0y MoJepaTropy WIM aJIMUHUCTpAllUU caiTa,
noTpeOoBaTh yAadeHHUs CTPAHUYKU. BONBIIMHCTBO COLMANBHBIX CETEH M CEPBHUCOB AJIEKTPOHHOW IOYTHI
MMEIOT B HACTPOIKaxX OMIUIO «3a0J0KHUPOBATh MOJIH30BATEIIS HIIN «3aHECTHU B YEPHBIM CIIUCOKY.

7. llonnepxuBaiTe JOBEPUTEIbHBIC OTHOUICHUSI ¢ peOEHKOM, YTOOBI BOBPEMSI 3aMETUTh, €CITU B €T0
ajJipec HauUHyT MoCTynaTh yrpo3bl. HabmonaiiTe 3a ero HacTpoeHHeM BO BpeMs U MOcie OOIIEHUS ¢ KeM-
mu6o B HTEpHETE.

8. Yoenurech, uTo OCKOpOjeHUs (OYyJUIMHT) M3 CETH HE NEPellId B peajbHYI >XH3Hb. Ecim
MOCTYMAIOUINE YIPO3bI SBIAIOTCS JTOCTaTOYHO CEPhE3HBIMH, KAacCAroTCs >KU3HU WJIM 3/I0POBbsS peOeHKa, a
TaK)Ke WICHOB Balllell CeMbU, TO Bbl IMEETE MPaBO Ha 3alIUTY CO CTOPOHBI IPABOOXPAHUTEIBHBIX OPTraHOB,
a JeicTBUSL OOMTYMKOB MOTYT HOJNANATh MOJ CTaThbH YTOJIOBHOTO U AJIMHUHHCTPATUBHOTO KOJIEKCOB O
MIPaBOHAPYIICHUSIX.

Kak nomounb pedeHKy, ec/ii OH y:ke CTOJKHYJIcs ¢ UHTepHeT-yrpo3oii

1. YcTaHOBHTE MONOKUTEIBHBIN SMOIIMOHATIBHBIA KOHTAKT ¢ peOEHKOM, OCTapaTech pacloI0KUTh
€ro K pasroBopy O TOM, YTO Ipou3ouuio. Pacckaxure o cBoell 00€CIIOKOEHHOCTH €ro COCTOSIHHEM.
PeGeHok momxkeH BaM JOBEpSITh U MOHUMATh, YTO Bbl XOTUTE Pa3o0paThcs B CHUTYAllMH U IIOMOYb €MY, HO
HU B KOEM ClTy4Jae He HaKa3aThb.

2. Ecnu pebeHoK paccTpoeH YBUICHHBIM (HampuMep, KTO-TO B3JOMal ero npoguib B COIUAIBHON
CEeTH) WJIM TIOTIaJl B HETIPUSITHYIO CUTYAIHIO (MTOTPATHII IEHBIY B PE3yJIbTaTe HHTEPHET-MOIICHHUYECTBA U
mp.), MocTapaiiTecb ero ycloKOMTh M BMecTe pa30epurech B CHUTYyalluu. BBIICHUTE, YTO MPUBENO K
TAaHHOMY pe3yJIbTaTy — JEHCTBUS CaMOro pedeHKa, HeIOCTaTOYHOCTh BAlIero KOHTPOJIS WIIM HE3HAHUE
pebeHkoM mpaBmil Oe30macHoro noseneHus B lutepuere.

3. Ecnu cutyanus cBs3aHa ¢ HacuiaueM B MIHTepHeTe B OTHOIIEHUHU peOeHKa, TO He0OX0IMMO Y3HATh
uHpopmMairo 06 00UIUMKE, UCTOPUIO UX B3aMMOOTHOIICHUM, BHISICHUTD, CYIIECTBYET JIU JOTOBOPEHHOCTD
0 BCTpEYE B PEaJbHOM KU3HU M CIYYAINCh JIM TIOJOOHBIE BCTPEUN paHbIe, Y3HATh O TOM, YTO M3BECTHO
o0uIuNKy 0 pebeHke (peanbHoe uMs, hamwmius, agpec, TeaedoH, HOMEp IIKOAbI U T.1.). OOBsCHUTE U
o0cyauTe, KaKOW OMAaCHOCTH MOKET MOABEPTHYTHCS PEOCHOK MIPH BCTPEUE ¢ HE3HAKOMIIaMHU, 0COOEHHO 0e3
CBUIETEIICH.

4. Cobepute moyHYI0 UH(OPMAIUIO O MPOUCIHIECTBUU — KaK CO CJIOB PEOCHKA, TaK U C MOMOIIBIO
TEXHUYECKHUX CPEJICTB. 3aiiuTe HA CTpaHUIBI caiiTa, rae Obul peOCHOK, ITOCMOTPUTE CIIUCOK €ro JIpy3eH,
npoutute coodmmeHus. [Ipr HeoOX0AUMOCTH CKOTIMPYITE U COXpAaHHUTE ATY HHPOPMAIIUIO — B TaTbHEHIIIEM
3TO MOXET BaM MPHUTOIUTHCS Ul 00pallleHNs B IPAaBOOXPAHUTEIbHbBIE OPTaHbl.

5. B ciydae, ecnu Bbl HE YBEPEHBI B CBOEM OLIEHKE TOI0, HACKOJBKO CEPHE3HO IPOU3OLIEIIIEE C
peOeHKoM, WM peOeHOK HEAOCTaTOYHO OTKPOBEHEH C BaMM M HE TOTOB MJATH Ha KOHTAKT, 00paTuTech K
cienuanucty (tenedoH noBepusi, ropsdas JUHUS U 1Ip.), TJI€ BaM IaayT PEKOMEHIANHN U TTOICKaXYT, KyIa
U B Kakoi (hopme 0OpaTUThCS MO TaHHOHU mpolieme.

PexoMeHnanum no npeaynpeskieHn0 BCTPEeYH ¢ He3HAKOMIIAMH B CETH

1. [lonnep:kuBaiiTe JOBEPUTEIbHBIE OTHOLICHHUS C BalllUM peOCHKOM, YTOOBI Bcerja ObITh B Kypce, ¢
KeM pebeHok obmraercst B cetu. OOpaTuTe BHUMaHUE, KOTO peOeHOK T00aBIseT K ce0e «B APY3bsi», C KEM
MPEANOYUTAeT 00IIaThCs B CETH — C POBECHUKAMU HMJTH JIFOJbMHU CTapliIe.

2. O0OpsacHUTE peOCHKY, UYTO HENb3s pasmiamarhk B MHTepHeTe MH(OpMAINUIO JIMYHOTO XapaKTepa
(Homep TenedoHa, JOMAIIHUHN apec, Ha3BaHWE/HOMEP LIKOJBI U T.J.), @ TAKXKE MEpechliaTh BUPTYAIbHBIM
3HAKOMBIM CBOHU (hoTorpaduu UiIn BUAEO.

3. O0ObsicHuTE peOEHKY, UTO HEJIb3sl CTaBUTh HA aBaTapKy WM pa3Mellarh B ceTu ¢ororpaduu, mo
KOTOPBIM MOXHO CYJTUTh O MaTEPHAIIBHOM OJIaronoydiuu CEMbH, a Takke Gororpaduu apyrux aroaei 6e3
UX pa3perieHus.



4. OOpsicHuTe pebEHKY, YTO MpH OOLICHHH Ha pecypcax, TpeOyIoIUX perucTpauuu (B yarax, Ha
dbopyMax, dYepe3 CEpBHUCH MTHOBEHHOTO OOMEHa COOOIIECHUSMH, B OHJIAMH-UTpax), JIydlle He
UCTOJNB30BaTh peanbHOe uMsA. [lomorure emy BBIOpaTh HHUK, HE COJEpXKAIIUN HUKAKOM JIMYHOMN
nHpopMaIuu.

5. OObscHuUTE PEeOCHKY OMACHOCTh BCTPEYM C HE3HAKOMBIMH JtoJapMH U3 HuTepHera. B cern
YEJIOBEK MOXKET NPEACTaBUTHCA KEM YrOJHO, IIO3TOMY HA PEANBHYIO BCTpEYYy C MHTEPHET-IPYTOM HAJlo
00513aTEeNIbHO XOAUTh B COPOBOXKACHUH B3POCIIBIX.

DJIeKTPOHHBbIE PUCKHU

DJEKTPOHHBIE PUCKH — 3TO BEPOATHOCTh CTOJKHYTHCS C XHUIIEHHUEM IEPCOHAIBHOW HMH(pOpMAIMu
W/WIIN TIOJBEPrHYThCS aTaKe BPEAOHOCHBIX MPOrPaMM.

BpenoHocHble nporpaMmsl — pazIMyHOE NIPOTrpaMMHOE oOecrieueHue (BUPYChI, YEPBH, (TPOSHCKUE
KOHM», IIIUOHCKHE MPOrpaMMbl, OOTHI M JIp.), KOTOPOE MOXET HAHECTH BpPE€J KOMIIBIOTEPY U HapyLIUTh
KOH(HIEHIIMATBLHOCTh XpaHsmeiics B HeM uH(popmaiuu. [1logqo6HbIe MporpaMMbl yaile BCEr0 CHHKAIOT
CKOpOCTh OOMeHa HaHHbIMM c MHTepHeToM, a TakXe MOryT HCIOJb30BaTh Balll KOMIIBIOTEpP JUIS
pacnpocTpaHEHUs] CBOMX KOIMN Ha APYrue KOMIIBIOTEPHI, pacchulaTh OT BAIIEr0 MMEHU CllaM C ajpeca
JIEKTPOHHOM MOYTHl WM HpoduiIs Kakol-mubo couManbHOM cetu. BpernoHocHoe mporpamMmmHoOe
o0ecriedeHre UCIOb3yeT MHOXKECTBO METOJIOB JUIsl PACIIPOCTPAHEHUS ¥ IPOHUKHOBEHHS B KOMITBIOTEPHI,
HE TOJBKO dYepe3 BHEUIHME HOCUTEIM WHPOpMaLUuu (KOMIAKT-TUCKH, (UIEHIKM W T.JA.), HO U 4Yepe3
AJIEKTPOHHYIO TIOUTY TMIOCPEJCTBOM cllaMa MM CKayaHHbIX U3 MHTepHeTa (aiiios.

PexomMeHaanuy o CHUKEHHIO PUCKOB 3apasKeHNsl KOMIIbIOTEPa BUPYCAMH M XHILECHHSA
MEePCOHATBHOM HH(POPMALMHT

1. YcraHoBuTe Ha BCE JOMAalIHME KOMIIBIOTEPbl AHTUBHUPYCHBIE IIPOIPaMMbl U CIIELHAIbHBIE
MOYTOBBIE (PHIIBTPHI JJIS IPEIOTBPALICHHS 3apaKSHHUS KOMITBIOTEPA U MOTEPH BAIIMX AaHHBIX. [1o700HBIE
IporpamMMbl HaOIIOAIOT 32 TpaUKOM U MOTYT OCTAaHOBHTbH KaK IPSMbIE aTaKu 3JI0YMBIIIJICHHUKOB, TaK U
aTaKy, UCIIOJIb3YIOINE BPEIOHOCHBIE IPUIIOKEHHUSL.

2. Hcnonp3yHTe TOJBKO JIMLEH3UOHHBIE IPOrpaMMbl M JaHHbIC, IIOJYYEHHbBIE W3 HAJEKHBIX
UCTOYHUKOB. Yamie Bcero BUpycamMHu OBIBAIOT 3apa)K€Hbl NUPATCKHE KOMMU IPOrpaMM, OCOOEHHO
KOMIIBIOTEPHBIE UT'PHI.

3. Huxorna He OTKphIBaiiTe BIIOKEHMS, NPUCIAHHBIE C IOJO3PUTEIBHBIX U HEU3BECTHBIX BaM
alpecoB.

4. Cnenute 3a TeM, YTOOBI Balll aHTUBUPYC PETYJISPHO OOHOBIISAJICS, U pa3 B HEJENIO MPOBEpSIiTE
KOMIIBIOTEP Ha BUPYCHI.

5. PerynsapHo nenaiTe pe3epBHYIO KOO BAKHBIX JAHHBIX, 4 TAK)KE HAYYUTE 3TOMY BAllIMX JIETEH.

6. Crapaiitech nepHoAMYECKH MEHSTh Mapoiy (HarpuMep, OT 3JIEKTPOHHOM MOYTHI, OT mpoduiei B
COLIMAJIbHBIX CETAX), HO HE HCIOJIb3YHTE CIMIIKOM IPOCThIE MAapOJid, KOTOPHIE MOXKHO JIETKO B3JI0MaTh
(1aTBI pOKIEHUS, HOMEpA TeIEPOHOB U T.I1.).

7. Pacckaxute peOeHKY, YTO HEJb3sl COOOIATh Mapojid CBOUM JIpY3bsiIM U 3HakoMbIM. Eciiu maposib
CTaJl KOMY-1M00 U3BECTEH, TO €r0 HEOOXOJMMO CPOYHO TOMEHSTh.

8. Pacckaxute peOeHKY, YTO €Ci OH MoJsb3yeTcss IHTEpHETOM C MOMOIIBIO 4y>KOT'0 YCTPOMCTBA, OH
HE JOJDKEH 3a0bIBaTh BBIXOJUTH M3 CBOETO aKKayHTa B COLMAJILHOW CETH, B MOYTE M Ha JPYTUX caiTax
nociyie 3aBeplieHusl paboTel. Hukorga He cieayeT COXpaHATh HAa YYKOM KOMIIBIOTEPE CBOM MapoJH,
JU4HbIe (haiiiIbl, HICTOPUIO MEPENUCKU — IO 3TOW HH(OPMAIMK 3JI0YMBIIIEHHUKH MOTYT MHOTO€ Y3HaTh O
BalleM peOeHKe.

PexomeHnganum mo npeaynpexIeHn0 KHOepMOIICHHUYeCTBA

1. Tlpoundopmupyiite pedeHKa O CaMbIX PaCHPOCTPAHEHHBIX METOJaX MOIIEHHUYECTBA B CETH.
Bcerna coBMeCTHO IPUHUMANTE PELIEHUE O TOM, CTOMT JIM BOCIIOJIB30BAaThCS TEMU WUJIM UHBIMU YCIIyTaMH,
npeniaraeMeiMu B IHTEpHETE.

2. He ocrapnsiite B cBOOOHOM JUIsl peOeHKa 10CTyrne OAaHKOBCKHE KapThl M IUIATE)KHbIE JaHHBIE,
BOCTIOJIb30BaBIINCH KOTOPHIMU PEOCHOK MOKET CAMOCTOSITEIbHO COBEPIIATh HHTEPHET-MOKYTIKH.

3. He otmpasinsiiTe 0 cebe CIUIIKOM MHOTO MH(OPMAIMU MPH COBEPLICHUHM HUHTEPHET-TIOKYIOK:
JaHHBIE CUETOB, MApOJIM, JAOMAIIHKUE ajapeca U TenedoHsl. [loMHHUTE, YTO HUKOIA aIMUHUCTPATOP WIH



MoJiepaTop caifTa He MoTpeOyeT NOJHbIE JaHHBIC BAIEr0 CyeTa, Mapojd M NUH-KoAbl. Eciu kTOo-TO
3aIpalnBaeT NoJOOHbIE JaHHbIE, OyAbTE OUTENbHBI — CKOPEE BCET0, 3TO MOILIEHHUKH.

4. YcTaHOBHTE Ha CBOM KOMIIBIOTEPHl aHTHBHPYC HWIJIM TNEPCOHANbHBIM Opanamaysp. [lomoOHbie
IPUIIOKEHUS HAOJIIOJAt0T 32 TPAa(QUKOM U MOTYT NPEeNOTBPATUTh KPaxy KOH(QHUACHIMAIbHBIX JaHHBIX WU
ApyTrue nogo0HbIe AEHCTBUS.

5. Y6enutech B 0€30MaCHOCTH caiiTa, Ha KOTOPOM Bbl WJIM Balll peOEHOK IUIAHUPYETE COBEPUIMTH
MIOKYTIKY.

6. ITocemas BeO-caliThl, CAMOCTOATEILHO HaOUpaiTe B Opay3epe aapec BeO-caiiTa WiIu MOJIb3YHTECh
ccouikoii u3  «M30pannoro» (Favorites); HuUKOrma He MIeNKaidTe Ha CCBUIKY, COIEp)KALIyIOCs B
[OJIO3PUTENILHOM 3JIEKTPOHHOM IHCHME.

7. KOHTpONUPYHUTE CIMCAHUE CPEACTB C BAIMX KPEAUTHBIX WIH JIMIEBBIX CYETOB. {151 3TOr0 MOXKHO
UCIOJb30BaTh, HANpUMEp, YCIYry HHPOpPMHpOBaHUS 00 omepanusx co c4eroB o SMS, KoTopble
MPEJOCTABIISAIOT B TOM YMCIIe M MHOTHE OaHKH B Poccun.

8. HyxHO Kak MOXHO ObIcTpee OOpaTHThCA K HACTOSILIMM COTPYAHMKAM OpIaHU3allUH, €CIIU
MOJyYHJIOCH TaK, YTO KOH(HUAECHIMaTbHast HHPopMalus Obljla MPEeJOCTaBICHA BAMU MM BAalllIMU J€TbMHU
HEU3BECTHBIM JIMIIaM, BBLAAIOLIUM ce0sl 32 COTPYAHUKOB TOH MM MHOW KOMIIAHUHM JTMOO OpraHM3alluu.
[Ipn HemenIeHHOM OOpallleHUM KOMIIAHHWS MOXET YMEHBUIMTH YIIepO, HAaHECEHHbIN Balled ceMbe U
JAPYTUM JIULIAM.

IIpaBuia 6e3onmacHOCTH NP padoTe B COMATBHBIX CETAX

ConuanbHble ceTH, Takue kak OnHokinaccHuky, Bkontakre, MySpace, Facebook, Twitter u MHorue
ApyTHUE, MO3BOJISIOT JIIOJIIM O0IIATHCS APYT C APYTOM B OOMEHUBATHCS Pa3IMYHBIMU TaHHBIMH, HalIpUMED,
¢dororpadusmu, Buaeo u cooduenusamu. Ilo Mepe pocra MomyasipHOCTH TaKUX CaMTOB PAaCTyT U PHUCKH,
CBSI3aHHBIE C HMX HCIIOJIb30BAHMEM. XaKephl, CIaMepbl, pa3padOTUYMKU BHUPYCOB, MOXUTUTEIN JIHYHBIX
JAHHBIX U JPYTrUe MOIIEHHUKHU HE APEMITIOT.

OpnHa 13 KIIIOYEBBIX POOJIEM COIMATIBHBIX CETEH — OTKPBITOCTH OOJIBIIMHCTBA YUETHBIX 3amucel. B
YaCTHOCTH, 10 PA3JIMYHBIM OLleHKaM, nopsaka 500 MUIUIMOHOB IOJb30BATENEH COLMANBHBIX CETeH M0
BCEMY MHpPY J€p>KaT CBOKO YacCTHYIO HH(OPMAIUIO B OTKPHITOM JOCTYIE, a 3Ta WHPOPMALUsS MOXKET
coOHMpaThCs ¢ MOMOIIBI0 aBTOMAaTU3MPOBAHHBIX perieHuil. K npuMepy, mogoOHbI (QyHKIIMOHAT MOXET
OBITH BCTPOCH BO BCEBO3MOJKHBIC TPHIIOKEHHS, KOTOPBIMH CIIABUTCS OJWH W3 CaMBIX MOIYJISIPHBIX
mo00HBIX cepBrcoB — Facebook.

Hu nns xoro He cekper, YTO B COIMAJIBHBIX CETSX XPaHUTCS MHOTO HEXeNaTeIbHON MH(OpMaIUu:
HKCTPEMHUCTCKOM, MPU3BIBBI K Pa3’KUTAHNIO HAIIMOHAJILHON HEHABUCTH, IOPHOTpadus U T.11.

Pexomenaauuu npu padore B CONHAIBHBIX CeTAX:

[TposiBistiiTe OCTOPOKHOCTD NPU MEPEX0/Ie MO CChUIKAaM, KOTOPBIE BB MOJIy4aeTe B COOOIIEHUSIX OT
Ipyrux mojb3oBaTenel win Apyseil. He cnenyer 6e3n1yMHO OTKpBIBaTh BCE CCBUIKM MOJPSA — CHadaja
HE00X0AUMO YOeqUThbCs B TOM, YTO IMPUCIAHHAS BaM CChUIKA BeJeT Ha Oe30MacHbIi WM 3HAKOMBII Bam
pecypc.

Kontpomupyiite nHpopmanmio o cede, KoTopyro Bbl pasmeniaere. OOBIYHO 3JI0YMBIIUICHHUKH
B3JIaMBbIBAlOT YYETHBIE 3alMCH Ha calTax ClIeAyIoIUM o0pa3oM: OHM Ha)XKMMAlOT Ha CChbUIKY "3alObuin
naposib?" Ha CTpaHHULE BXOJA B YUETHYIO 3aluCh. IIpu 3TOM 11711 BOCCTAaHOBIEHUS UM YCTAHOBKH HOBOTO
MapoJjsi CUCTEMa MOXKET MPENIOKUTh OTBETUTh Ha CEKPETHBIN BOMPOC. ITO MOKET OBIThH J1aTa pOXKIEHUS,
POIHOM Topoa, AeBUYbs GamMuiaus matepu U T.1. OTBETH Ha MOJOOHBIE BONPOCHI MOYKHO JIETKO HAWTH B
CBEICHUSIX, KOTOPBIE BBl OIYOJMKOBAIN Ha CBOEH CTpaHMIIE B KaKON-T100 MOMyJIIPHONW COIUAIbHOM CEeTH.
[TosTOMy mpu ycTaHOBKE CEKPETHBIX BOIIPOCOB HEOOXOJMMO MPUIYMBIBATH UX CAMOCTOSITEIBHO (eciu
cailT, Ha KOTOPOM BBl PETUCTPUPYETECH, 3TO MO3BOJISIET) MIIM IO BO3MOKHOCTH HE UCIOJIb30BaTh JTUYHbBIE
CBEICHHUSI, KOTOPBIE JIETKO HAlTH B CETH.

He nymaiite, 4to cooOiieHue, KOTOpoe Bbl MOJIYYHJIH, OBLIO OTIPABIEHO TEM, KOrO Bbl 3HAETE,
TOJIBKO TIOTOMY, YTO TaK HamucaHo. [IoMHuUTE, 4TO Xakepsl MOTYT B3J1aMbIBaTh YYETHBIE 3allUCH H
paccbuIaTh MEKTPOHHBIE COOOIIEHUS, KOTOpbIe OyayT BHITJISAAECTh TaK, KaK OyATO OHH OBLIU OTIPABIICHBI
BalllUMU Jpy3bsiMH. EciM y Bac BO3HUKIIO Takoe MOJ03peHHE, OYJeT JIydlle CBS3aThCsi C OTHpPaBUTENEM
aJIbTEpHATUBHBIM CIIOCOOOM, HarpuMep, Mo TeaeoHy, 4ToObl YOeTUTHCS B TOM, YTO UMEHHO TOT YEJIOBEK



OTIpPaBUJ BaM JaHHOE cooOmeHue. TouHO Tak ke HEOOXOAMMO OTHOCHUTHCS W K TMPUTTIAIICHHUSIM
3apEeruCTPUPOBATHCA B TOW WJIM MHOM COIIMAIbHOM CETH.

YroObl HE PACKPHITH aJpeca MEKTPOHHOM MOYTHI CBOMX APY3€i, HE pa3peniaiTe COUaIbHBIM CETIM
CKaHUPOBATh AJIPECHYI0 KHUTY Ballero SIUKa 3JEKTPOHHOM nouThl. [IpyM mNOAKIIOUEHHMHM K HOBOU
COLIMAJIbHOW CETH Bbl MOJKETE IOJIYYUTh NPEUIOKEHHE BBECTH aIpeC 3JIEKTPOHHOM IOYTHI M MapoJb,
4TOOBI y3HATh, €CTh JIU B 3TOM CETH I0JIB30BATENIH, C KOTOPBIMU BbI YK€ HNOJAEP)KUBAETE OTHOLIEHUS NIPH
IIOMOULIY 3JIEKTPOHHOM nepenucku. lcronb3ys 3T JaHHBIE, CAalUT MOXKET pacChbulaTh 3JIEKTPOHHBIE
cooOuleHuss (Hampumep, MpPUIVIALIEHUs [PUCOEIUHUTBCA K OSTOM CeTHM OT Balllero JMIA) BCEM
MOJIb30BATENSIM M3 BAIllero CIHMCKAa KOHTaKTOB. ColManbHbIe CETH JOJDKHBI MPeAylpexaaTb 00 3TOM, HO
3a4acTyIO 9TOrO HE AEJaloT.

BBoauTe anpec conuanbHON CeTH HEMOCPEACTBEHHO B aJPECHOM CTpOKe Opay3epa Wi UCTIONb3YHTe
3akyaaku. HaxkaB Ha CCBUIKY, KOTOPYIO BbI OJYYMIIM B 3JIEKTPOHHOM COOOIEHHM WJIM HAILIM Ha KaKOM-
100 caiite, BBl MOXKETE IMOMACTh Ha MOAJICIbHBINA CalT, I/Ie OCTABICHHBIC BAMHU JIMYHBIC CBEICHUS OYyIyT
YKpazieHbl MOILIICHHUKAMH.

He noGasinsiiite B py3bsi B COLHMAIBHBIX CETAX BCEX NOAPsAA. MOIIEHHUKHM MOTYT CO3/aBaTh
¢anpmyBble NPOPUIN, YTOOBI HOIYYUTh OT Bac HMHGPOPMALMIO, KOTOpas JOCTYNHA TOJbKO BalIUM
JPY3bsM.

He peructpupyiitech BO BceX COLMaJbHBIX CeTAX 0e3 pa3zbopa. OueHuTe cailT, KOTOPBHIA BbI
IUIAaHUpYETE MCNOJIb30BaTh, W yOeAMTECh, YTO Bbl MPABUIBHO IOHMMAETE€ €ro IOJMUTUKY
KOH(HIEHIIMAILHOCTH. Y3HalTe, CyLIEeCTBYET JIM Ha caiiTe KOHTPOJb KOHTEHTAa, KOTOPbIM MyOIHMKyeTCs
ero nojp3oBaresnsiMu. K caiitaM, Ha KOTOPBIX Bbl OCTaBJISIETE CBOU IE€PCOHAIbHbBIE JAHHbBIE, HEOOXOAUMO
OTHOCHUTBCSI C TOHM K€ CepPbE3HOCTHIO, KOTOPYIO TPeOYyIOT CaliThl, I'/le Bbl COBEpIIAeTe KaKue-IM00 NOKYIKU
IIPU TIOMOILY KPEAUTHOM KapThl.

VYuuTeiBaiiTe TOT (pakT, 4TO BCE JaHHBIE, ONYOJIMKOBAaHHBIE BAMU B COLMAILHOW CETH, MOT'YT OBITh
KEM-TO COXpaHeHbl. Ha OONBIIMHCTBE CEPBHUCOB BBl MOXETE B JIOOOH MOMEHT YAAIHTh CBOIO YYETHYIO
3aIluCh, HO, HECMOTPS Ha 3TO, HE 3a0bIBaliTE, YTO MPAKTHUUECKH 000 MOIb30BaTENIb MOXKET pacreyaraThb
WIA COXPaHHUTh HAa CBOEM KOMIbIOTepe dororpaduu, BUIeO, KOHTAKTHBIC TaHHBIC U IPYTHUE OCTABIICHHBIC
BaMU CBEICHMUS.

[IposiBnsliTE OCTOPOKHOCTH IIPU YCTAHOBKE NPUJIOKEHUM WM AOMOIHEHUH Ul COLIUANIBHBIX CETEH.
MHorue couuanbHble CETH IO3BOJAIOT 3arpykaTb CTOPOHHHME IPUIOXKEHMS, KOTOPBIE PaCIIHUPSIOT
BO3MO>KHOCTH JINYHOU CTpaHULbl. JJ0BOJIBHO YacTo Takue MpUII0KEHUS UCTIOIb3YIOTCS ISl KPaXKH JIMYHBIX
JIAHHBIX, TO3TOMY K UX HCIIOJIb30BAHMI0 HEOOXOIMMO OTHOCHTHCS TaK K€ CephbE3HO, KaK U K YCTaHOBKE Ha
CBOM KOMITBIOTEP MPOTrpamMM, KOTOPBIE BbI MOKETE HaiTH B MIHTEpHETE.

Pacckakute BamuM J1eTsM 00 ONAcCHOCTSAX, KOTOPbIE MOTYT MOJCTEPEraTh X B COLMAIBHBIX CETAX.
Ecnu Bamm eTH mocemarT COlMalbHbIE CETH, PACCKAXHUTE UM O MpaBUiIax O€30MacHOIrO IOJIb30BaHMS
TUMH pecypcami.

HNuTrepHeT—uabTpHI

NHTepHeT—(uiabTphl MO3BOJIAIOT OrpaHUYUTh A0CTyn B MHTepHeTr. Takue mporpaMMmbl OIOKUPYIOT
JOCTYN K ONpeJAeJeHHbIM caiiTaM, HampuMmep, MopHopecypcam, caiiTaM ¢ MHpopMaiueid o0 opyxuu u
HapKOTHKaX, a TAK)K€ KOHTPOJIIMPYIOT BpeMsl HaX0K/IEHUS B CETH.

1. UnrepHer Llen3op — uHTepHET-QUIBTP, NMpeAHA3HAYECHHBIH 11 OJOKUPOBKHM MOTEHIMAIBHO
OTIACHBIX JJISl 3JJ0POBbs U MCUXUKHU MOJPOCTKA caliTOB. B ocHOBE pabOThI IPOrpaMMBbl JIEKUT TEXHOJIOTHUS
«OenpIX crnuckoBy, rapantupyoomas 100%-Hyo 3alMTy OT ONAacHBIX W HEXKENaTeNbHBIX MaTepUasoB.
Ounbtp «MHTEepHET LleH30p» MOXkHO ckadaTh OecriaTHO Ha oduuuanbHOM caiite http://www.icensor.ru/.
[IporpaMma comep>KUT YHUKAIbHbIE BpPYYHYIO TIPOBEPEHHBIE «O€ble CHUCKH», BKIIOYAIONIUE BCE
Oe3omacHble caiiTel PyHeTa M OCHOBHBIE MHOCTpaHHBIE pecypchbl. IIporpamMMa HaznexHO 3alluiieHa OT
B37I0Ma U 06xona ¢punbrpanuu. «MHaTepHeT LIeH30p» MOXKET NCIOIB30BATHCS KaK B JOMAITHUX YCIIOBHUSX,
Tak ¥ B 00pa3oBaTENbHBIX YUPEKACHUSIX, OMOMMOTEKaX, My3esiX, MHTepHEeT-Kade U MHBIX MEcTax, TJe
BO3MO>KHO IIPEIOCTABIEHUE HECOBEPILIEHHOJIETHUM JlocTyna B MIHTEepHeT.

2. KinderGate Poaurteanckuii Kontpoas 1.0. Dta mnporpamma-pmibtp (Www.usergate.ru)
npeuiaraeT 82 kareropuu (uiIbTpanudu BeO-CaliTOB B 5 OCHOBHBIX YPOBHSX JOCTyNa (IO YMOJYaHUIO
3ampemieH JOoCTyn K (PUIIMHIOBBIM pecypcaM, calWTaM C HOpHOrpagUuecKMM KOHTEHTaM, a TaKke K



caiitam, coJepXaluM BpelIoHOCHBIH ko). Camblii BBHICOKHH YpOBEHb (DUIBTpAlMK MOAPA3yMEBAET, B
quclie IPOYero, 3anpeT NPOKCU-CEPBEPOB, CAMTOB 3HAKOMCTB. [I0CTYIHO co3AaHKe pacIIuPEeHHBIX MPaBUI,
«YEPHBIX» M «OENbIX» CHHCKOB /s CalTOB. MOXHO YCTaHOBUTH OTPAHWYECHHE CKAYMBaHUS BHJEO,
3BYKOBBIX (paiiioB, m3o0pakeHuid, apxuBoB u EXE-daiinoB, mokymeHToB. B mporpamme peann3zoBaH
MOy b MOP(OJIOTHYECKOTO aHaln3a, MO3BOJSIOMUN OJIOKUPOBATh BEO-CTPAaHHUIBI C HELEH3YypPHOMH
neKcukou. [Inst orpaHuueHuss BpPEMEHH, MPOBOJUMOrO PEOEHKOM 3a KOMIBIOTEPOM, MPEAYCMOTPEH
CTelMaNbHbIA HHCTPpYMEHT «Pacniucanne paboTer». KpoMe 3T0ro, J0CTyIHA CTaTHCTUKA MOCEIEHHBIX BEO-
PECYPCOB C YKa3aHHEM 3HAUE€HUU BXOJIAIIETO M MCXOMSIIEro Tpaduka, a TakKe MPOCMOTP COOOIICHU B
cersx odnoklassniki.ru u vkontakte.ru.

3. Kaspersky Internet Security (www.kaspersky.ru) — antuBupycHas mIOporpaMma, KOTOpas
3alIMIAeT KOMIBIOTEP OT BHUPYCOB M B COCTaB KOTOPOW BXOIUT MOAYJb POIUTEIHCKOTO KOHTPOJIS.
[IpunoxkeHue cnocoOHO HE TOJBKO OrpaHUYMBATH BPEMs, IPOBOJAMMOE 3a KOMIIBIOTEPOM, HO H
KOHTPOJMPOBATh OOILEHHE JAETEH NPU UCIOIB30BAHNHN PA3IMYHBIX HHTEPHET-TIEHKepoB, Hanpumep, [CQ
(momnep>kuBarOTCA KIMEHTCKUE npritoxkeHus i cered MSN, Jabber, IRC, Mail.ru u Yahoo). JlelicTBust
pebenka B conmanbHbIX ceTax (FaceBook, MySpace, Twitter) Toxxe He ocTanyTcsi 6€3 BHUMaHHUS MOJYJIs
POJIUTENBCKOTO KOHTPOJIS, MPUYEM B OIpPEIEICHHBIX CIydasX MOKHO HE TOJBKO CO3/1aTh «YEpPHBIH
CIIMCOK» JUISI KOHTAaKTOB, HO M TIPOM3BECTH 3alUCh COOOIIeHWH. {7 orpaHMdYeHus jaocTtyma K BeO-
pecypcam mpeaycMOTpeHo 14 kateropuil — poauTeNnsM JIOCTaTOYHO BKIIIOUWTH HYKHbIE. Ecim pecypc, k
KOTOpOMY peOEHOK CTPEeMHTCS TONY4YHTh JOCTYIl, HE HaileH B 0a3e NaHHBIX, OyJIeT NPOU3BEICH
IBPUCTUYECKUN aHaIu3 BeO-CTpaHulbl. J[pyroii MOMEHT KacaeTcs 3ampera rnepefadn KOH(PHUIeHIIUAIbHbBIX
TAHHBIX, HAIPUMEpP, PEKBU3UTOB OAHKOBCKOH KapThl MJIHM JIOMAIIHEro aapeca. MOIylb POAMUTENHCKOTO
KOHTPOJsSI TO3BOJIUT 3alpeTUTh 3arpy3Ky cleayloumx TumnoB (QaitnoB: «My3sbikay, «Buugeoy,
«IIporpamMmbI» U «APXUBBI».

4. Unrepuer-¢puabtp «Kubep Ilama» — OecruiatHas mnporpaMma, KOTOpass OTpaHMYUBACT
BO3MOYKHOCTH peOeHKa BBIX0JIa 3a Mpe/elibl eTcKoro MHTepHeTa mpu HCHoIb30BaHNU JIF0O00TO Opaysepa.
CkauaTp mporpamMmy MOXXKHO Ha oduumansHOM caiite http://cyberpapa.ru/. Ilporpamma pabortaer mo
NPUHIUIY «0OeJIoro CIHMcKa» W 4Ype3BBIYAHO MPOCTa B HCIONB30BaHHWH. llociie ee MHCTAISAINH U
BKIIOUEHUsI (pUIbTpa peOCHOK MOXKET MEePEXOAUTh TOJIBKO MO CTPAaHUIIAM MPOBEPEHHBIX JETCKUX CAHTOB
(OTOKMPYIOTCSI TaKXKe BCE CTATHUECKHE W JTUHAMHYECKHE OOBEKTHI BEO-CTpaHMI, HE MPUHAICKAIINE K
CIHUCKY MPOBEPEHHBIX NETCKUX pecypcoB). OTKIIOUUTH (DUIBTP MOTYT TOJIBKO POJUTENH, HCIOJIb3Ys
M3BECTHBIN UM MTAPOJIb OT TPOTPAMMBEI.

5. KidsControl — mporpamma npeaHa3zHa4deHa sl OrpaHHYCHHs HOCTyNa JeTel K HeXelaTelbHbIM
MHTEpPHET-pecypcam, a TakKe Il KOHTPOJISI BpEMEHH HaXOXKJIeHHs B ceTH. CKadaTh MporpaMmy MOXHO Ha
opunmansHom caiite http://www.kidscontrol.ru/. C ee mHOMOILIBI0 MOXXKHO YCTaHOBUTH OTpPaHUYEHUE
JOCTyIa K HEXENATeIbHBIM PecypcaM IO pa3iIMYHBIM KaTeTOPHsIM — caiiTaM JUIst B3pOCHbIX, online-urpam
U Ka3uHO, GopymMaM, — yKa3aB TaJlOuKOM Ha OINpEJIeIEHHYI0 KaTeropuio, U yCTaHOBUTh OrpaHHUYEHHE C
MTOMOIIIBIO0 YEPHOTO CITHCKA.



